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ABSTRACT 


Introduction: Currently the Manual Health Care System works on a Referral basis where a Village Patient is referred to District 
Level Hospital for further treatment and then to State/National Level Hospitals if not cured. The patient needs to carry all the 
medical prescription records manually for each level and there is no data security. Missing of any data will lead to undergo a 
tedious process. 


Objectives: This study aims to analyse the drawbacks in the existing healthcare system in the rural areas and proposed an ef- 
fective secured assistive health care system for rural areas. 


Methods: Local village structure and the patient information were studied and an application is developed to store the patient’s 
information in a secured way. The secured data is distributed to the state and national level hospitals during treatment. This al- 
lows the early diagnosis and treatment of a person in villages. 


Results: The system helps to monitor and update the entire patient record securely using encryption. Avoids duplicated file 
processing and stores the data in Distributed Servers by enabling high maintenance and security thereby maintaining better 
health care system. 


Conclusion: The proposed distributed system will reduce the manual work and help to maintain the patient record in sync at 
the village-district-state-national level. This distributed system is a procedural healthcare system. It satisfies the patient require- 
ments and it stores the prescription data and information about patients in a distributed system for easy maintenance of data. 
This system has enabled the security system with auditing files, which are stored in distributed servers. 
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Figure 1: Manual of Existing Health Care System. 


Nowadays, when a person is affected by some disease, get- 
ting proper treatment and to recover is a tedious process. 
This process may be easy for people living in metro cities 
with high medical facilities. But for people living in rural 
areas with a less medical facility, it is a nightmare for them. 
In a situation where someone falls sick say in a rural area, 
with all factors kept constant, the village health teams attend 
to the patient first and if they cannot handle the situation, the 
person is referred to a health centre 11 which is up to one level 
and up the chain till the national referral hospital in case, the 
patient 1s not cured. The manual healthcare facility of the Patient 
current villages is shown in figure 1. 
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The hierarchy where the rural village people reach out for 
medical treatments are detailed below: 





A. Village Health Teams: The immediate contact for 
people living in a rural area would be Village Health 
Team I. Each village is supposed to have this Village 
Health Team I but in some cases, they do not have 
some drugs/lab facility for treating common diseases. 
This is due to limited transportation to the inner areas 
of the village. 

B. Village Health Team II: A health Team II facility, 
serves little better than Health Team I, should be able 
to treat common diseases like malaria, typhoid etc. It 
is to be led by a Nurse, working with a midwife, two 
nursing assistants and a health assistant by Village 
Committee. 

C. Health Centre III (District Level): These centres are 
at District Level, led by a senior clinical officer. This 
will have a general outpatient clinic where patients get 
treatment for common diseases. This will also have a 
maternity ward with a Gynaecologist. It should also 
have a functioning laboratory. This centre will have 
most of the equipment for treating minor diseases. 

D. Health Centre IV (State Level): This level of health 
facility serves at State Level. A health centre IV is a 
hospital. This should have the services found at health 
centre III, but in addition to this, it will have wards for 
admitting patients. It should have a senior Doctor and 
an operation theatre for carrying out emergency opera- 
tions. 

E. Health Centre V (National/International Level): At 
the top of the healthcare, the chain is the national re- 
ferral hospital. This is the place where the end to end 
treatment is provided to the Patients by Brainy Medi- 
cal Experts. Major/Complex diseases which cannot be 
treated at Village/District/State Levels will be success- 
fully treated. 


At each of the levels, personal and health records are ob- 
tained from the patients. In a case where a patient is re- 
ferred to a higher level, the records and history have to be 
re-obtained. This in turn slows down the whole treatment 
process. This health care work aims at uploading patients’ 
records and disease and prescription details. Each patient’s 
personal and disease details who visit the village health care 
will be uploaded to the system. The purpose of the project 
is to completely shut down manual process and automate in 
the system. The purpose of the project 1s to develop a health 
care project with user-friendly that can be used by a common 
health assistant. The health assistant will be able to enter the 
patient’s data and disease details and store it in the database. 
The system will validate to enter all patient fields as those 
are mandatory. 





The Distributed Health Care will have Patient’s data distrib- 
uted across other Level Hospitals. This makes the process 
easy as the patient’s data can be fetched anywhere and any- 


time without any manual process. Since the Patient’s data 
is distributed across all systems it is important to maintain 
security and patient’s medical records should be kept con- 
fidential. In the proposed Distributed Health Care scheme, 
Security 1s maintained using Encryption and Decryption 
techniques. It allows only authorized persons to update any 
patient’s record and the duplicate Records are discarded 
when the user tries to modify the Prescription details. If the 
patient’s records are not duplicated then the data is stored 
in the database. By doing this deduplication is avoided and 
data redundancy is maintained. The purpose of the project 
is to overcome the below limitations of Existing Healthcare 
Process. 


e In VHC, Patient Details are maintained in Files/Papers 
which leads to loss of data 

e Information Sharing Difficulty. Village — District — 
State — National Level Hospitals cannot share the pa- 
tient’s data. 

e District/State/National Level hospitals maintain a Sys- 
tem to upload patient records but the data are not dis- 
tributed across levels. 

e There is no Security for Patient Data. Anyone can ac- 
cess the Health Care Application and updates the pa- 
tient’s data which leads to Security Violation. 

e Patient’s Prescription data entered can be duplicated 
by anyone which causes serious Illegal problems 


The centralized systems will be handled by an admin at 
each hospital levels (village/district/state/national). This 
health care system is cost-effective, user friendly, simple and 
speedy. It deals with the collection of a patient’s personal 
information and disease details. Traditionally, all these work 
are done manually which slows down the entire process. The 
main function of the system is to connect to village-district- 
state-national level hospitals using distributed servers. Each 
level hospital is maintained using authorized login and view/ 
update patient details and retrieves these details as and when 
required. This health care system input contains patient per- 
sonal details, disease details; while system output is to get 
these details on key request. The project detects duplicate 
data entries and discards the data without saving into the sys- 
tem. This makes the system more secure thereby maintaining 
the history of the patient/disease details in a secured manner 
without allowing illegal activities. 








RELATED WORK 


Hospitals can also be seen as high-tech and information- 
intensive organizations.' The use of a distributed network 
for the solution of computer problem is often referred to in 
distributed computing. In distributed computing, a problem 
is divided into several tasks, where each are solved by one or 
more computers that transmit messages to each other.’ 
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The method of recognizing multiple versions of equivalent 
real-world entities is duplication detection. Today, duplicate 
detection methods need to process larger and larger datasets 
in an increasingly short period. Progressive duplicate de- 
tection algorithms that significantly helps us to efficiently 
identify the duplicates.* This algorithm works perfectly even 
when the execution time is less. By reporting most results 
well in advance of traditional approaches, they maximize the 
overall process gain. 


PSNM includes input features like a data reference D, Mag- 
pie sorting algorithm, minimum and maximum window size 
W and Iteration I. this helps to identify the close promising 
neighbours. The quality of data is therefore often affected 
by many factors. Two new progressive duplicate algorithms 
are processed in the proposed work which works best in 
small and almost clean datasets. The PSNM sorts the re- 
cords using a sorting key. The key is calculated through the 
extraction of appropriate attributes or sections of the values 
of the attributes. A proper discriminatory authority should 
be given for identifying records which are considered to be 
duplicates.* 


To manage large data sets, a fixed size W window is used to 
process over the dataset in a sequence. Compared with the 
previous w—l records, any new record enters the window to 
find matching records. Usage of a multi-pass system to sort 
data sets with different sorter key for each one-pass not once, 
but multiple times.° 


Levenshtein is the best known character-based similarity 
metric defined as the minimum number of inserts, removals, 
or replacements needed for translating one string to the next. 
Although character-based measurements work well to the 
approximate distance between strings that vary due to typo- 
graphical mistakes or abbreviations, they are less expensive 
and accurate in the case of larger strings. If several words 
are added, deleted or transposed, the differences between 
equivalent strings are expressed, character-based metrics 
can assign high costs to non-corresponding string segments 
producing low similarity values for strings with a couple of 
words.° 











PROPOSED SYSTEM 


The proposed system is a distributed system where pa- 
tients can easily follow up and the patient’s records that 
remain distributed across different hospital levels (vil- 
lage/district/state/national). These systems share the 
resources locally as well as globally. In the health care 
distributed systems the clients are nothing but the differ- 
ent local hospitals which in turn are distributed across all 
global level hospitals.’’ Since the medical records are 
distributed across all hospitals, there will be openness in 
the data resource sharing which helps to reduce the manual 








tedious process. The proposed scheme, patient’s records 
are kept in sync if the patients are referred to the next 
level hospital which is easy to follow up. Their history is 
easily obtained and health personnel can easily make de- 
cisions based on the accessed record. This also saves time 
because the records do not have to be obtained from the 
patient afresh. On another note, if the patient has to store 
their records personally, there is no guarantee that they 
will keep them safe so the patient’s records are always 
available at hand when required. 


When a village health care assistant adds patient record it 
is added to the distributed servers using encryption key.'° 
When the high-level health care system need to search and 
view the patient personal/medical record, it can be accessed 
only after requesting a key from the admin user. The admin 
user has to activate the key and the decryption key will be 
sent to the authorized persons. Using this decryption key 
the data can be viewed/prescription can be updated. If any- 
one tries to duplicate/modify the patient’s prescription data 
then that can be detected and the data modification can be 
discarded. This is done using progressive duplicate detec- 
tion algorithms namely progressive sorted neighbourhood 
method (PSNM) which performs best on small and almost 
clean datasets.'!!” 


If the district/state/national level user tries to upload/du- 
plicate a patient medical record, the system validates and 
avoids data insertion/modification. The admin monitors the 
entire file uploading and downloading behaviour. If it finds 
any duplicated file processing, it disagree withs the files to 
store. This ensures that the patient’s secured records are not 
modified by unauthorized professionals. Only authorized ad- 
min user can modify the patient’s record. The patient records 
are stored in distributed systems with multiple level storage 
based on the hospital level to maintain the integrity of data. 
Since the patient’s records are stored in distributed server 
this benefits in sparing efforts on heavy data maintenance 
and management. This proposed system maintains the pa- 
tient information with data integrity and also enables high 
maintenance and better health care system which 1s designed 
especially for serving rural areas in any country. With this 
distributed health care system in place, the aged patients will 
be benefited as they don’t need to carry every medical record 
manually. Since this is a secured system there are no chances 
of patient’s record leakage. The Figure 2 shows the use of 
Encryption and Decryption Keys in the Distributed Health 
Care System. 








In this Distributed Health Care System, the data will be 
stored in Distributed Servers. All the uploaded patient’s re- 
cords are uploaded to Distributed Servers in an Encrypted 
Format. We have Distributed Servers at each Level. When 
a patient is referred to the next level hospital, the patient’s 
record can be fetched from the referred Level 
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Figure 2: Proposed Distributed System using Encryption/De- 
cryption Keys. 


AUTHENTICATED PROCESS FLOW OF THE 
PROPOSED SYSTEM 


The Patient name, Mobile-no, Date of birth, Blood group, 
basic information’s like Sex, Height, Weight, location and 
Symptoms are updated and stored in the Distributed Servers. 
The uploaded file is encrypted using the BEM (Bit Exchang- 
ing Method). For downloading each file the request has to 
be sent which is received by the Auditor and verified and the 
Decryption Key is sent to the Authorized User. District level 
hospital has the function of monitoring details of incoming 
patients and also it can update the prescription and status of 
the patient. But it needs to get Decryption Key from Admin 
to get patient’s details. It has following fields: Patient name, 
Email-Id, Mobile no, Dateofbirth, Age, Blood group, BP, 
Weight, Sex, Symptoms, Patient location, Health specialist, 
Hospital code, Hospital Name, prescription and status. If the 
patient is not cured at this level, it will forward it to the next 
State Level hospital. 





State-level hospital has the function of monitoring details of 
incoming patients and also it can update the prescription and 
status of the patient. But it needs to get decryption key from 
admin to get patient’s details. If the patient is not cured at this 
level, it will forward it to the next national level hospital. The 
national level hospital has the function of monitoring details 
of incoming patients and also it can update the prescription 
and status of the patient. The patient will be cured and the 
case can be closed. Admin has to log in with their username 
and password. The key activation process is done by this ad- 
min user. When a key request is given by district user, the 
admin will activate key using server 1. When a key request is 
given by state user, the admin will activate key using server 


2. When a key request is given by the national user, the ad- 
min will activate key using server 3. 


RESULTS AND DISCUSSION 


This distributed health care project allows patients to follow 
up medical records easily and to maintain records. With this 
system, patients records are kept in sync if the patients are 
referred to the next level hospital which is are easy to fol- 
low up. Their history is easily obtained and health person- 
nel can easily make decisions based on the accessed record. 
This also saves time because the records do not have to be 
obtained from the patient afresh. On another note, if the pa- 
tient has to store their records personally, there 1s no guaran- 
tee that they will keep them safe so the patient’s records are 
always available at hand when required. In this distributed 
health care system, the data will be stored in distributed serv- 
ers. All the uploaded patient’s records are uploaded to dis- 
tributed servers in an encrypted format. We have distributed 
servers at each level. When a patient is referred to the next 
level hospital, the patient’s record can be fetched from the 
referred level. 








When a doctor has prescribed wrong medicines to patients 
which leads to serious side effects, the doctor can misuse the 
authorized logins and update the patient data in the system. 
To avoid these kinds of illegal activities, this system is im- 
plemented with high security by using the key for every file 
processing. When a patient record is duplicated by any level 
user, the duplicated data will be discarded. The details will 
be updated only when there is no duplication/modification. 
This proposed system maintains the patient information with 
data security and also enables high maintenance and a bet- 
ter health care system. Since this is a highly secured system 
there are no chances of patient’s record leakage. This system 
is designed especially for serving rural areas in any country. 
With this distributed health care system in place, many rural 
areas will be benefited as the patients don’t need to carry 
every medical record manually. 





CONCLUSION AND FUTURE WORK 


This distributed health care system acts as data storage us- 
ing distributed servers. Patient’s records are uploaded to dis- 
tributed servers in an encrypted format. We have distributed 
servers at each level. When a patient is referred to the next 
level hospital, the patient’s record can be fetched from the re- 
ferred level. This distributed system has secured login for all 
health care centre admin user and the data can be protected 
using encryption and decryption keys. When a village health 
care assistant adds patient record it is added to the distrib- 
uted servers using the encryption key. When the high-level 
health care system need to view the patient personal/medical 
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record, it can be accessed only after requesting a key from 
the admin user and then using decryption key which is sent 
to the authorized person. If a person tries to duplicate/modify 
the patient’s prescription data then that can be detected and 
the data modification can be discarded. Future work for this 
project can be to implement more fields like many search 
filters, patient’s lab report, pharmacy bills, administrative 
details, reports finding the number of people affected with 
a disease in a particular location or year etc. This will be 
helpful to maintain the complete medical record. The ma- 
jor innovation of this project in future is the storage of this 
distributed health care system can be moved to the cloud. 
Since this current distributed framework is security-based, 
duplicate files can be identified by an efficient load-balanced 
cloud environment for data integrity maintenance. 
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